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APEX® Compounding System
Non-Patch Related Security Updates

Highlighted fields indicate new modifications which have been tested since the last update of this document.

Topic Details

CVE-2024-11233 In PHP versions 8.1.* before 8.1.31, 8.2.* before 8.2.26, and 8.3.* before 8.3.14, an error in the
convert.quoted-printable-decode filter can lead to a one-byte buffer overread. Under certain circumstances,
this can lead to crashes or disclose content of other memory areas.

This filter is not used in the APEX code and thus the vulnerability is low risk. To address the vulnerability,
update PHP 8.3 to a version beyond 8.3.13. Testing was performed to show compatibility with 8.3.29 and
web servers running compatible versions of APEX can be upgraded if needed. Note that the php.ini file and
extensions from the prior PHP 8 folder should be retained.

Note: It has been established that APEX Rev E (Website version 2.1.17) and older versions are not compatible
with PHP 8. This upgrade is specifically verified for systems running APEX Rev F and newer.

CVE-2024-4577 CVE-2024-4577 has been evaluated for applicability to the Apex Compounder. The scenario presented by the
disclosure for the exploit does not exist on the Apex compounder. This was further verified by the execution
of a proof of concept attack against the Apex compounder in the B. Braun security lab, in which the proof of
concept attack was not successful.

The CGl module is not in use by the APEX system. You can perform the following to remove it, to reduce the
attack surface:

1. Open Internet Information Services (lIS)

2. Click on the "Modules" option under IIS.

3. Find the CGIModule, select it and click Remove
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Topic

CVE-2013-3900

cifs-generic-0005:
Weak LAN Manager
hashing permitted
(NTLMv1 allowed)

Adobe Reader upgrade
Adobe Flash removal

Last Updated: 02/24/2026

Details

Enable the Microsoft patch MS13-098: Vulnerability in Windows Could Allow Remote Code Execution (KB
2893294) as described in CVE-2013-3900 - Security Update Guide - Microsoft - WinVerifyTrust Signature

Validation Vulnerability for 64 bit machines.

ACTION:

¢ Configure the policy value for Computer Configuration -> Windows Settings ->
Security Settings -> Local Policies -> Security Options -> "Network security:
LAN Manager authentication level" to "Send NTLMv2 response only. Refuse LM &
NTLM".

¢ Configure the policy value for Computer Configuration >> Windows Settings >>
Security Settings >> Local Policies >> Security Options >> "Network security:
Minimum session security for NTLM SSP based (including secure RPC) clients" to
"Require NTLMv2 session security” and "Require 128-bit encryption”
(all options selected).

Adobe Reader at 20.012.20043

kb4577586 - needed to be pulled from the MS catalog for Windows 1607 x64
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